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Abstract: This paper practically deals with the theoretical base drawn from the standards and rules posed by 

various international bodies in terms of information security. To start with, this paper defines what security 

framework is applied practically to an IT outsourcing company based in UK named Cyberfox.  Hence the 

relevant laws of the land are analyzed like NIS (The Network and Information Systems Regulations 2018) and 

GDPR (General Data Protection Regulations). By doing so, a framework in cyber security is tried to be fit in 

for this company called Cyberfox. By careful analysis and critical evaluation ofthe pros and cons of such 

companies’ framework and whether it is a workable model is discussed in the first half of the paper. The 

second half of the paper basically details the NIST (National Institute of Standards & Technology) cyber 

security framework and the Internal Organization of Standardization protocols in respect to 4 specific 

standards like Information Security Management systems (ISMS) measurement (ISO 27004), Information 

security risk management (ISO 27005), Requirements of bodies providing audit services (ISO 27006) and 

Governance of Information Security (ISO 27014). All these four are studied for their merits and demerits for 

practical purposes.  
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1. Introduction  

Cyber security is an impending and a very vogue concept of the internet world today. Every 
business house which deals with information and security have no option of overlooking cyber 
security in the organization. Understanding the importance of the presence of cyber security in the 
organizations today, National Institute of Standards & Technology (NIST)of the US Department 
of Commerce has developed a voluntary framework of guidelines, best practices and rules for the 
companies of today’s world to adopt. This paper is going to critically analyze that framework in a 
company situation called Cyberfox (a UK based IT outsourcing company) and what 
implementation techniques of cyber security it follows and what are its combined pros and cons. 
No only this, but also the second important aspect of this paper being the security standardization 
standards, commonly known as ISO’s (International Organization for Standardization). In this 
paper its standards on Information Security Management systems (ISMS) measurement (ISO 
27004), Information security risk management (ISO 27005), Requirements of bodies providing 
audit services (ISO 27006) and governance of Information security (ISO 27014) are dealt in detail 
analysis.  

Current study was designed to identify the security landscape of the Cyberfox company, 
changes in the security frameworks and study the benefits and challenges and the strategic security 
management techniques for maintaining economic and long-term viability as sustainability in 
businesses. 

2. Method Overview - Cyberfox Cyber Security 

Current research will describe a practical situation of a company based in UK who is desirous 
of implementing cyber security framework in its organization. No framework in the real world can 
provide one-size-fits all approach to any company. The impending framework is always adopted 
in customization to the market and stakeholders’ need of the company and gets implemented. Such 
understanding and implementation start with the basic understanding of the underlying base 
framework of NIST. 

The NIST Cloud computing definition is adopted from the source as “cloud computing is a 
model for enabling convenient, on- demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly 
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provisioned and released with minimal management effort or service provider interaction.” (Niekerk and Jacob 2015). With this 
definition, it is imperative to understand the cloud computing working mechanism and its major players. There are four major 
players in the cloud computing world like the service/ cloud provider, the consumer, the intermediary/ broker and the cloud auditor. 
In terms of business, only the first three make the major contribution but to ensure consistent continuity of the service the role of 
the last player is important. Each of the players in the cloud architecture model plays a role in the service management, resource 
provision, and controls abstraction in the layer of service provider. While the service intermediary/ broker has the service arbitrage 
and aggregation services to be provided, the consumer who gets all this plays the role of the taker of services and maintains the 
business relationship. The cloud auditor who performs different kind of security, performance and privacy impact audits to ensure 
the integrity of the services provided (Shackelford 2015).  

3. Cyberfox- The Company & Its Implementation Plan 

This Cyberfox is an IT outsourcing company based in London-UK, which started working in 2018. IT outsourcing falls under 
the digital service providers (DSP) category under The Network and Information Systems Regulations 2018 (“Regulations”) of UK, 
has an imperative that the company had to follow the law of the land first. As per the security requirements of the law of the land, 
“both OESs (operators of essential services) and DSPs (digital service providers) must take appropriate and proportionate technical 
and organizational measures to manage risks posed to the security of the network and information systems. These measures taken 
must, having regard to the state of the art, ensure a level of security of network and information systems appropriate to the risk 
posed (again, language which will be familiar to those acquainted with the GDPR).” (DDA, 2017). 

It is construed that the company Cyberfox is EU based operational company, where not just it is governed by the NIST 2018 
UK laws but also has to comply with the General Data Protection Regulation (GDPR). This is because UK has to follow GDPR 
rules with effect from 2018. As the company operates off shore, it is important that the data protection and data privacy laws of the 
land of its operations are complied with to have a strong cyber security base. Being a new multi boarder company, its Information 
Technology Manager had to do a cumbersome task of implementing a proper cyber security framework for the company, so that 
Cyberfox in its cyber security maturity will move from the partial tier to the adaptive tier (Mani 2022). Cyberfox being a relatively 
a year-old company, the implementation of cyber security framework in this company is quite a task, as the process/ function 
identification, and categorization and sub-categorization of activities of the functions have to be done to achieve the outcomes 
proposed by the stakeholders of the company (Mani 2022). 

As in NIST framework the cyber security work starts with first defining the functions and categories. For this, three levels of 
characters are involved in the organization as shown in Figure 1. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Implementation roles. 

IT Manager of the organization had to recommend the company to properly segregate roles like executives, business level or 
process level people and the ultimate operations team. Each of their roles and responsibilities should be properly laid down and 
defined with segregation of duty. This has to be ensured and monitored on a timely basis, because as the structure stays in place so 
will the processes and operations of the organization. Once this topology is achieved, the employees are supposed to align the five 
main functions of the framework (Clark and Ward 2018). Based on the implementation plan by the IT manager (Figure 2), after 
considering the very fact that the organization is a relatively new, the processes had to be started out from first with a clear delineation 
of work and processes. 
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Figure 2. Implementation Plan. 

4. Assessment of the Cyberfox Implementation Plan 

Critical analysis of the plan implemented for Cyberfox, suggests lapses in the implementation plan. Though the plan had been 
brought out well in alignment with the NIST cyber security framework, missing (Amy 2018) elements like non-communication of 
results to the stakeholders, absence of orientation or staff training component in the structure, not mentioning the frequency timeline 
of monitoring the functions and gaps, role-based implementation steps not construed from the presented flow chart, and no pointers 
on access control stated are worth mentioning. 

Implementing such a framework in a relatively new organization which has cross boarder operations are (Amy 2018) has 
various advantages. Setting of proper topologies within the organization as a starting point shows the broad eye view to have a 
lasting significant impact on the organization’s capabilities. Immediately defining the needs of the organization, in line with the 
stakeholder’s expectation portrays the business commitment of the company. Aligning the key five functions of the NIST framework 
into Cyberfox operations gets the into various model approaches of the business and never wanted to leave even one stone unturned 
in the process. Impact analysis of these functions and identifying the gaps and risks, makes the organization risk mature in the 
process as they strive for excellence. The manager had rightly incorporated the same into the structure. 

It can be summarized that the model proposed is realistic and in time vogue recommendations to the organisation in line with 
the laws of the land and boarders. It would be even more realistic and wholesome in nature if the IT Manager of Cyberfox can 
consider the disadvantages pointed out and incorporate them as action plans into the company framework, it may work and definitely 
meet up to the expectation of the stakeholders of the company (Dutch Accreditation Council. 2015). 

5. Framework evaluations 

The type of frameworks in the security and cloud computing parlance with its critical analysis to understand on how the cyber 
frameworks dwell in today’s application realm and practice in the industry is outlined below. 

5.1 NIST Cyber Security Framework  

Framework for cyber security by NIST started in 2014 when the US introduced The Cybersecurity Enhancement Act of 2014. 
Continuing this Act, the role of NIST was updated to frame Framework Version 1.0 (2014). This framework was revisited in 2018 
to provide the Framework Version 1.1 (2018). From the information gathered (ISO/IEC 27006:2015), “The Framework provides a 
common taxonomy and mechanism for organizations to describe their current cyber security posture; describes their target state for 
cyber security; identifies and prioritizes opportunities for improvement within the context of a continuous and repeatable process; 
assesses progress toward the target state; and communicates among internal and external stakeholders about cyber security risk.” 
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The framework suggests a set of activities to be done to achieve a group of outcomes. These outcomes are the requirements 

defined by the organisation’s stakeholders and customers. The activities carried out are called as core which comprises of paramount 
functions, categories, sub categories and informative references. The core functions listed out in the NIST 2018 Framework version 
1.1 is in Figure 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. NIST cyber security functions. 

It is mainly the responsibility of the management to undertake this. Categories are those which are closely tied with the 
function, e.g., asset management under protect. Sub categories are even more specific in nature which enable the outcome 
achievement, e.g., different assets being catalogued. Informative references are the set of rules and guidelines which are illustrative 
for outcome achievement. (ISO/IEC 27006:2015). It’s well depicted in the appendix column of the framework in Figure 4. Figure 4 
shows the main functions of the framework and how it is categorised and sub categorised (if necessary) as per the organisation 
needs. These act as pointers to the framework core to complement existing business and cyber security operations. 

Based on how well the organisation aligns with the procedures and implementation, the framework had come up with 
something called implementation tiers. Tiers are a tool between cyber security risk management and operational risk management 
(ISO/IEC 27004:2016). Higher the NIST tier level of the organisation higher is the sophistication and maturity of the organisation in 
cyber security (Figure 5).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. Cyber security Framework (Version 1.1) Identifiers (ISO/IEC 27004:2016). 
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Figure 5. Risk Framework Implementation Tiers (Faris et al. 2014). 

5.2 ISO 27004 Analysis 

Being the branch head of ISO 27001, it mainly focusses on the ISMS (Information Security Management System) requirements 
and its implementation in the organization. It does not impose any new restrictions over and above the set ISO 27001 series. It only 
facilitates its implementation in terms of monitoring and measurement of ISMS, which in turn will help in corporate governance, 
management, operational effectiveness and continuous improvement. To understand the standard in a lucid manner, a parallel is 
drawn between the parent standard and the sub-standard (ISO 27004) as given in the Figure 6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6.  Mapping of ISO 27004 to ISO 27001. 

It can be inferred that the needs of ISO 27001 being imposed in ISO 27004 in a more structured way are clear enough to 
provide results for decision making to the management (Cloud Security Alliance 2019). Comparison between ISO 27001 & 27004 
requirements (Figure 7), indicates that previous standards criteria are met by ISO 27004. However, a key problem is that 
measurement timeline is not specific to the situations and are not definable. Hence may alter the intended results within the 
timeframe as expected in the standards (Shiroya and Rosinson 2023). 

5.3 ISO 27005 Analysis 

To support the concept of ISMS of ISO 27001, the concept of risk management was introduced back in 2008 as a first edition 
of ISO 27005. This standard deals with risk management principles and indicates how satisfactorily ISMS can be deployed in the 
organisation using such approach. “ISO/IEC 27005 is based on the generic ISO/IEC 31000 risk management-principles and 
guidelines but tailored to, and aimed at, information security risk management. The ISO/IEC 27005 standard also closely correlates 
with the US National Institute of Standards and Technology (NIST) SP 800-39 Managing Information Security Risk, which was 
developed for the USA. ISO/IEC 27005:2011 does not cover organizational risk, whereas NIST SP 800-39 does (NIST 2018).” 
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Based on the correlation drawn above between the standards the suggested model of risk management process is given below in 
Figure 8. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Figure 7. ISO 27004 to ISO 27001 Evaluation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8. ISO/IEC 27005:2011 Risk management process. 
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The process starts with the identification of risks in the organisation, their analysis, and evaluation followed by treatment. 
Based on the organisation structure and the risk acceptance or absorption criteria, the organisations risks can be mitigated by 
accepting, mitigating, transferring, avoiding or by ignoring the minimal risks. But to enable this constant communication and 
monitoring of results is paramount. 14 A parallel is drawn between the previous similar standard of ISO 27005: 2011 like NIST SP 
(National Institute of Standards and Technology Special Publication) 800-39 to comprehend it. (ISO/IEC 27005:2011) 15 The main 
objectives of both the standard are compared to see the crux of the intended framework stays in place ( Figure 9). 

 
 

 

 

 

 

Figure 9. Correlation between NIST SP 800-39 and ISO/IEC 27005:2011 (ISACA 2015). 

It is seen that risk management is a cyclical process of first context establishment, risk assessment, risk treatment, risk 
acceptance, risk communication & consultation and finally risk monitoring/review (Robinson 2020). This level of security 
management in terms of risks can protect the organization from sensitive information threats and attacks. This standard ISO 27005 
mostly deals from an administrative perspective. Merits (SSH Academy 2018):  
 

 

 

 

 

 

 

 

Figure 10. Risk Matrix (ISO/IEC 27005: 2011). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11. Audit Service provider requirements (ISO/IEC 27006). 
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This administrative standard has various merits as it’s a very flexible approach adaptable to any business model, it emphasizes 

on continuous risk management, human factor plays a very important role in all the processes mentioned, and priority order for risk 
treatment/ actions are emphasized more. Demerits of SISO/IEC 27005:2011): 17 are that effectiveness of risk treatment relies on the 
results of risk assessment and if the latter is not done properly end results are useless. It’s a limited model as controls for scope and 
boundaries of this standard are laid down by ISO 27001 ISMS for risks. Business impact and risk ranking is done by a pre-determined 
scale or risk matrix approach like high, medium, low as shown below (Figure 10) which may not be applicable to all business models 
alike. No specific laid methodology for risk management is emphasized.  

5.4 ISO 27006 Analysis 

This standard propagates the requirements of the certifying bodies and lays down control points of audits in the ISMS 
environment of the organisation. The ISO/IEC 27006:2015 standard “Information technology - Security techniques - Requirements 
for bodies providing audit and certification of information security management systems” has been published on 1 October 2015. 
This standard replaces the ISO/IEC 27006:2011 standard with the same title.  This standard been administered by International 
Organisational of Standardization is a document in demand, hence free access in the internet for the standard was not possible but 
however the various checkpoints available as posted for the standard is now picked and dealt upon to evaluate on the same. (Robinson, 

2023) 18 To start with the audit providing bodies requirements, the ISMS had to be administered by them only if the conditions laid 
down in the Figure 11 are met by the parties involved in such action. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12. Factors for finding Audit Time span (ISO/IEC 27006). 

In the Figure 12 above, the prospect of audit time span in each organization and what are the factors to be considered in 
determining the span of audit is based on the decision matrix above laid down in the guideline. The time span is segregated from 
simple to complex operations and from small to large organization (Robinson, 2023). In terms of certification organizations, the 
requirements as per standard are laid down in ISO 27006 under 5 major requirement heads are stated below in Figure 13. 

 

Figure 13. Certification body requirements. 
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This particular standard is a hierarchical one, which states the step wise checkpoints to be followed in implementing services 
of certification and audits of ISMS in an organization. Its very precise, easy to understand and follows the checklist if all the 
processes in the organization are as per the laid down guidelines of ISO 27001. It provides a detailed aspect of various areas to be 
regarded and fulfilled by the service providers in the course of providing such certification service.  Some disadvantages are 
availability of too many pointers, hence the segregation of the important and the most important are not easily decipherable. Not all 
organizations can practice every check point at all times, though it can be flexible according to organization requirements, such 
flexibility may be at the cost validating efficiency as per the standard at times. 

5.5 ISO 27014 Analysis 

The main purpose of ISO 27014 Governance of Information Security standard was to align the objectives and strategies of 
information security with that of the business objectives of the organization. The governing body is ultimately accountable for the 
organizations decisions and key roles. Hence they had to be accessed, analyzed and evaluated via risk management approach 
supported with a strong internal control system. Hence the standard was introduced to implement the same in 2013. There was 
another synonymous standard in line with the ISO 27014 called ISO 38500, but they are way different in concepts and principles 
and same in some aspects (Robinson 2023) , the same are brought out in Figures 14 & 15 respectively. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 14. Similarities between ISO 27014 & 38500. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15. Differences between ISO 27014 & 38500, Source for Fig 14 & 15: (ISO 27014:2013). 

Critical Evaluation & Benefits 

This standard been administered by International Organization of Standardization is a document in demand, hence free access 
in the internet for the standard was not possible but however the various net sources available were studied to bring out the pros and 
cons of the standard in a nutshell as detailed below. 

The disadvantages include states that the major failure drivers are: (Robinson 2023)  

• Boundaries set for the information security 

• Lack of executive interest 

• Poorly defined risk appetite 

• Silo mentality among the organization personnel 

• Ineffective policies on security within the organization 

• Bringing up of new revolutions like BYOD (bring your own device) with the organization 
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• Speed of innovation larger than the space of monitoring and evaluation 

• Inability to put value of information 

Some of the advantages of the standard are: 20 

• Following risk-based approach to enable effectiveness 

• Enterprise-wide information security is been propagated to ensure smooth working. 

• Responsibility gets defined at the governance level and the commitment to the shareholders or stakeholders ensured 

• Ensures robust control system and in line operations within all departments, as the business and IT strategies and goals are 
now aligned together 

•  Maximum business satisfaction can be derived 

6. Conclusions 

The company’s reactions propose that serious protections for digital information are required and are being executed. However, 
with the right strategic methodology, Management details can help with limiting the digital possible dangers and difficulties and 
boosting the digital and cloud benefits. Solid frameworks and security efforts are set up to guarantee that authorized or approved 
staff approach the information, accounts are not signed in public domains, and files, passwords, and other security details are 
appropriately shared without leaving any trace. Furthermore, when seen from various frameworks and company objective 
viewpoints, the findings make plainly, larger part of security experts at organizations see online protection systems claims as a main 
concern and have measures set up to moderate them. In current parlance, the reason for Objective to keep up with financial and long 
haul suitability for the supportability of organizations. The notable patterns that these organizations follow are highlighted. The fast 
reception of cloud administrated services is because of its benefits, like expense reserve funds, versatility, and openness. The NIST 
circulated registering designing gives a broad construction that helps relationship with grasping the various parts that make up a 
distributed computing framework, from the client layer to the cloud provider layer. In assessment, the ISO plan in the Data security 
frameworks environment, takes advantage of the flexibility, versatility, and cost-practicality of registering through microservices, 
compartments, and course of action gadgets. These give long stretch support to associations. While cyber safety in processing offers 
many benefits, it furthermore gives basic troubles respects to insurance and trust through uplifted and regulated security, which are 
getting watched out for through the strong, solid and moving measures perceived as a component of the investigation plans. For 
businesses in general, cyber security issues is a problem from an abstractive perspective and capture the security requirements of 
various stakeholders at various levels to assist them in securing their network / cloud systems in a time-based rather than a long-
term manner. In order to find a solution to this issue, additional research into network, application and cloud architecture security 
patterns and its governing frameworks, security enforcement, and feedback on these organizations' current security status is needed 
from stakeholders at various levels, including internal and external (which is not the focus of this study) but could be extended 
further for future in depth study. 
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